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Method of Unlock-on-Demand Hardware Obfuscation Based on Linear
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Abstract: Hardware obfuscation is a method of chip protection through targeted modification of soft core, solid
core or hard core. It has become a research hotspot in the field of chip security. In order to unlock multiple hardware IP
cores on demand and improve their security, an unlock-on-demand hardware obfuscation scheme based on the linear inde-
pendent matrix is proposed in this paper. Firstly, by using the linear independent matrix algorithm, the scheme generates a
randomized matrix to isolate the external input key and internal unlock signal. Secondly, it encrypts multiple IP cores
based on a combination of redundant and black-hole states obfuscation technologies. Finally, according to users’ needs, it
unlocks chip on demand through matrix multiplication. By using the SMIC 65 nm CMOS(Complementary Metal Oxide
Semiconductor) process, the ITC(International Test Conference) reference circuit and encryption algorithm IP core are im-
plemented for the proposed hardware obfuscation design. The experimental results have shown that the designed circuit
has the advantages of unlock-on-demand, low additional area and power consumption (both less than 8%), and effective
defenses against code coverage attacks, register flip attacks and member leakage attacks.
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